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“E-mail will never be as popular as the
United States Postal Service.”

           Dave Johnson 1985









Age Group Complaints Losses

Under 20 18,174 $40.7M

20-29 62,410 $360.7M

30-39 88,138 $1.2B

40-49 84,052 $1.5B

50-59 65,924 $1.7B

60+ 101,068 $3.4B

2023 IC3 Complaints by Age Group

*Some reports say less than 1 in 20 incidents of cybercrime and 
elder fraud get reported. 



Types of crimes – by number of victims



Types of crimes – by amount of loss



How Prevalent is Elder Fraud in Illinois?

Number of victims Amount of loss

Average loss per victim in Illinois is over $30K!



Today’s Presentation

• Talk about the most common scams.

• For each type of scam -

• Show examples.

• Talk about staying safe.

• Review what to do and what not to do.

• Questions and answers.

• This presentation will be made available to you.



Tech Support Scam



“Hello.  My name is Bill, and I am with Microsoft. We 
have noticed some unusual behavior on your 
computer, and we need to log in and make sure 
everything is OK.”   

Phone Call



Text Message



Computer Pop Up

Pop-Up on Computer



Tips for Staying Safe
• If you don’t recognize a phone number, don’t 

answer.
• If it is important they will leave a message.

• If you get a text, don’t click on any links.

• Be very wary of any pop-ups on your computer.
• Pop-ups are almost aways scams.
• Turn on the pop-up blocker on your browser.

• If you don’t know how, Google and 
YouTube are your friends.

• Never trust incoming calls or messages.
• Instead, go to the source to verify.



Non-payment/Non-delivery Scam



Facebook Marketplace Scam



This is an actual email I received



This is an actual email I received

Strange Grammar/Wording
(less prevalent with AI)

Strange email address

Do NOT open attachment

How can I verify that this is a scam?
I checked my PayPal account.







Tips for Staying Safe
• If you buy something from a person online:

• Don’t give them money until you have seen 
the item.

• Meet them in a safe place like a police 
department parking lot.

• If you get a text about a shipment, don’t 
respond to the text.
• Go to the shipper’s website.

• If a deal looks too good to be true, it is too 
good to be true.



Confidence Scams
Romance Scams

Sextortion
“Pig Butchering”



This is How It Starts
• I don’t know this person because 

their phone number is not in my 
Contacts.

• I do not recognize this number.

• This person is trying to draw me 
into a conversation that will 
ultimately lead to an investment 
scam, etc.

• Do not respond in any way. Block 
the number and Report Junk.



An Actual Text Message from My Granddaughter

• I know this is my granddaughter 
because her phone number is in my 
Contacts.

• If this request came from an 
unknown number, I would have 
called my granddaughter and asked 
her if she sent this message.

• I checked with her mother (my 
daughter).
• Mom was not happy 

• I handed my granddaughter the 
cash in person. 



Hey there.  How are you?  
My name is Kristen.

• My mom is in the hospital, and I need some money to help with 
expenses.  Will you please help me?  Can you send me $200 in 
Visa gift cards?

Or…
• I would love to send you some pictures of me in lingerie.  How 

about you send me $100, and I’ll send the pictures?
Or…
• I think older men are hot.  Want to trade some sexy pictures?
Or… 
• I’ve been killing it in cryptocurrency lately.  Have you ever 

thought about investing? 



This photo is not even a real person.  It 
was generated using AI.  This person does 
not exist.

• Gift cards are very hard to trace, yet very easy to spend.

• If “Kristen” does send you pictures of herself in lingerie, they won’t show her 
face (not her) and will simply have been downloaded from the internet.

• Once “Kristen” gets a compromising picture of you, you will be extorted, or 
she will post your pictures online for the public to see. (Sextortion)

• “Kristen” will build an online relationship with you.  She will get you to invest 
a small amount of money with her and you will actually make some money.  
Then she will ask for a much larger investment.  Once you send that money, 
you will never see her or your money again.  (Pig Butchering).



So, if Kristen doesn’t really exist, who am 
I chatting with?

You are likely talking to 
someone like this guy.  A lot 
of “romance scams” are run 
out of Nigeria.



Artificial Intelligence - AI



Tips for Staying Safe
• Keep your phone contacts up to date to make it 

easier to identify an incoming call or text.

• If you don’t know someone, don’t trust them.

• Do not carry on an online conversation with people 
you don’t know.

• NEVER send compromising photos, even to people 
you know.  Once it has crossed the internet, it will 
always be on there.

• Be aware of AI and its capabilities.



The Grandchild Scam

• You get a call from someone who says your 
grandchild is in trouble.
• Sometimes AI is used to play a message 

that sounds like it is coming from your 
grandchild.

• You may be told that you need to get cash 
and a courier will pick it up.

• The person says the cash will be used to get 
your grandchild out of trouble.



Business Email Compromise



Business Email Compromise
• Someone pretends to be an executive at your company.

• They may even have access to the executive’s email 
account, so the email address looks legitimate.

• They may have read through previous emails regarding 
wiring funds, so they have the correct wording.

• The perpetrator asks someone in accounting to wire 
money and gives the account and instructions.

• The request looks and feels legitimate.

• The accountant wires the money, not knowing it is going 
to the criminal.  



Tips for Staying Safe
• If someone claims that your grandchild is in 

trouble, call your grandchild and his/her 
parents immediately.

• If the grandchild is actually missing, call law 
enforcement immediately. 

• If someone you think you know asks you to send 
money, call them to verify before doing 
anything.

• If someone you don’t know asks you to send 
money, don’t.

• If you already sent the money, notify law 
enforcement immediately.  Time is of the 
essence. 



Facebook
 Scams



Facebook Scams

• Quizzes and Questionnaires
• Post a picture of the High School you went to.
• Post a picture of your first pet and tell us its name.
• Show us a picture of your first car.

These are the same security questions you answer to reset a 
password!

• Do “this” and it will change your Facebook algorithm so you see less 
ads.
 Not true, never was true, never will be true.

• Share your contact list with Facebook so you can find more of your 
friends.
 Now when you get hacked, the hackers will have all your contacts 
and will try to scam them pretending to be you.



How to Stay Safe on Social Media

• If you get it for free, YOU are the product!

• Use strong passwords and multi-factor authentication (MFA).

• Don’t post personal information.

• Don’t share vacation pictures until you are back home.

• Don’t accept new friend requests from people you are 
already friends with.

• Be skeptical of messages you receive from friends.  They 
may have been hacked.



How to Stay Safe on Social Media

• Be very careful posting pictures of kids.  Sexual predators are 
everywhere.

• Tighten down your privacy settings.
• Who can post on your page.
• Who can view your page.

• Don’t share other people’s posts.  You could be sharing a scam 
or misinformation/disinformation.
• Misinformation – What you read, or watch, is often not true.

• If misinformation is shared enough, people think it is 
true.

• Disinformation – Bots, Russia, China, Iran, and others 
purposely post things that are not true to create confusion 
and discord.



Check 
suspicious 
requests by 
contacting the 
source directly.

The “Go Ask Mom” Rule



Go Ask Mom - Examples
• If you are contacted (phone call, mail, text, email) by 

someone that appears legitimate, do not respond to the 
message.  Instead, call the person or business directly. 

• If you get an email from the IRS asking you to immediately 
pay them money, call the IRS phone number and ask if the 
email is from them. 
• The IRS does NOT contact you by email, phone, or text.  

They use the US Postal Service or come to your home in 
person.

• If someone contacts you, claiming to be from law 
enforcement, and asks you to send money…it’s a scam.
• Call the agency that supposedly contacted you.



Bank Text Scam



Tips for protection
• Recognize scam attempts and end all 

communication with the perpetrator.  BE 
SUSPICIOUS.

• Resist the pressure to act quickly. Scammers 
create a sense of urgency to produce fear and lure 
victims into immediate action. 

 
• Be cautious of unsolicited phone calls, emails, 

texts, mailings, and door-to-door service offers.

• Never give or send any personally identifiable 
information, money, jewelry, gift cards, checks, or 
wire information to unverified people or 
businesses.



Tips for protection
• Update computer, anti-virus. 

• On your phone as well.

• Never give unknown or unverified persons remote 
access to devices or accounts.

• Never open an email attachment from someone you 
do not know and be wary of email attachments 
forwarded to you.

• If possible, use Visa gift cards for online purchases.
• You can load it just prior to making the purchase.



Tips for protection

• Take precautions to protect your identity if a criminal gains 
access to your device or account. Immediately contact your 
financial institutions to place protections on your accounts 
and monitor your accounts and personal information for 
suspicious activity.

• Be careful what you post and make public online. Scammers 
can use details shared on social media and dating sites to 
better understand and target you or know when you are out of 
town on vacation.

• Government or law enforcement officials will not demand 
payment by cryptocurrency, prepaid cards, wire transfers, or 
overnight mailed cash, nor contact a subject by phone to notify 
they are under investigation.



If you don’t remember anything else…
• Use strong passwords.

• Not easy to guess.
• Not a pet’s name.
• Not a birthdate.
• Not “1234”.

• Don’t use the same password on more than one 
account.

• Use a password manager.
• 1Password
• LastPass

• Use Multi-factor Authentication MFA) whenever 
possible.



Haveibeenpwned.com



If you are the victim of online scam or fraud.
 Report it to the FBI

 https://www.ic3.gov/
 They will look for the criminal.
 Persons 60 and older may call the National Elder Fraud 

Hotline at (833) 372-8311 for assistance in filing with 
IC3. 

 Report it to the FTC
 https://reportfraud.ftc.gov/#/
 They will tell you what steps you should take to 

recover your money, if possible.

https://www.ic3.gov/
https://reportfraud.ftc.gov/#/


More Information

• The Greg and Dan Show – WMBD Radio
• Mondays at 7:25am
• 1470 AM and 100.3 FM



Questions?
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