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Introduction

Malicious Marketing Ops is an emerging
threat. The conceptitself is not entirely new,
but the position of the threat actor, along with
the tools, techniques, and procedures they

Malicious Marketing Ops:

Hov

are using, is trending in a dangerous direction.
The threat modelis no longer confined to the
technical space inside the firewall. Instead,
defenders must now pay attention to the Themoden hreatmodel s rough the e rugh e el

funnel.

As ransomware evolved, threat actors focused on endpoints, servers, and backups. In
response, organizations implemented multi-factor authentication, endpoint detection and
response (EDR), privileged access management, and other foundational security controls.
As a result, many enterprises have significantly hardened their environments, whether
local area networks or wide area networks. In many cases, they have done a good job.

Threat actors are responding by shifting their y
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focus. Rather than breaching where you live, - - —
they are attacking where you are going. They
wait for organizations to leave the castle and
cross the moat, then strike through business
email compromise and fraud instead of
relying solely on traditional ransomware.

Ransomware remains prevalent, and
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vulnerabilities in supply chains and access
paths still exist. However, when direct
intrusion becomes difficult, adversaries move to the next most efficient path.

A major driver of this shift is the marketing infrastructure itself. Modern marketing
platforms are plug-and-play and point-and-click. Anyone can become a website
administrator. Web hosting tools like GoDaddy, Wix, and similar platforms allow users to
stand up professional-looking websites quickly, often with Al assistance built directly into
the platform.

Professionalization of the Threat Actor

Itis not just the ease of use that matters. It is the professionalism. With modern tools, a
single individual can create a brand that looks as polished as a multi-million-dollar



company. What once required a five- to ten-person team can now be accomplished by one
person in a matter of hours.

Threat actors are also leveraging what can be TO REPURPOSE MARKETING TOOLS PLUS Al POLISH
described as an Al threat factory. Voice WARKETING INFRASTRUCTURE

cloning, deepfake video, and synthetic '
influencers are now readily available. These
tools can be combined to create convincing
personas that do not exist. Add phishing kits,
Al-driven chatbots, and automated content v :
generation, and threat actors gain the ability s Tt o o

to operate as highly effective promoters. This

combination of easy-to-use marketing infrastructure and Al-generated content significantly

empowers the adversary.

Threat Actors as Digital Marketers ATTACKERS THINK LIKE MARKETERS...

, Because It Pays ——
Threat actors are thinking and acting like = 56+ Bilion st pervearoec
marketers because it pays. Business email o efl®
compromise, fraud, and wire transfer scams
account for roughly $6 billion in losses each
year. This figure rivals, and in some years

exceeds, the financial impact of ransomware.

If you defend like it's 2016 email phishing,
you're going to lose to 2026 web funnels.

Ransomware creates shock and disruption.
Systems go offline, operations stop, and the
damage is visible. Business email compromise often happens quietly. It is less disruptive,
less visible, and sometimes unreported because organizations are embarrassed by the
loss. That invisibility makes it even more attractive to attackers.

Using modern marketing tools, threat actors conduct A/B testing. They create content,
track clicks and conversions, and then optimize. They retarget users and focus on specific
segments with precision. In marketing, this is measured as return on ad spend (ROAS). For
threat actors, it is effectively return on attack spend. If defenders continue to protect
environments as if it were 2016, they will miss this shift.

Why This Works

These attacks succeed because they exploit trust and routine behavior. Threat actors
impersonate well-known logos, familiar products, and trusted processes. Shipping



notifications, document-signing workflows,
and common business tools are prime targets
because users expect them.

Attackers also exploit what looks right. From
typosquatting to visually similar URLs, itis
easy to make something appear legitimate
with only minor deviations. Adversaries
observe what users click on and replicate
what works. This approach is far easier than
developing sophisticated exploits.

Key Attack Techniques

Watering Holes and SEO Poisoning

Why This Works:
Trust Is the New Attack Surface
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Attackers don’t need exploits when they can borrow trust.

In watering hole attacks, threat actors compromise legitimate websites or create

convincing replicas and wait for victims to arrive. Once users visit, credentials and

endpoints are exploited.

SEO poisoning extends this approach.
Attackers manipulate search rankings so
malicious sites appear in search results. They
run sponsored ads and optimize keywords so
users encounter the site multiple times.
Repetition creates trust. SEO farms amplify
this effect by creating networks of backlinks
that rapidly increase credibility and ranking.

Malvertising and Multi-Step Funnels

Malvertising uses online advertisements to
funnel users toward malware or credential
theft. Initial landing pages may appear
legitimate and pass automated scanning.
Subsequent redirects guide the victim deeper
into the attack chain. Rapid domain hopping
makes detection difficult. These multi-step
funnels are now available as infrastructure-
as-a-service.

Cloaking and Geographic Targeting

TAcTICS NUMBER ONE
Watering Holes & SEO Poisoning

ﬂ Latest Free Software Updates
Result #3 =

Watering Holes
Compromised Sites of Trust
= Fraudulent Sites

Tactic Number Two
Malvertising + Multi-Step Attack Funnels

This is plug-and-play.

Attack Infrastructure is basically SaaS.



Cloaking allows attackers to present different e e S
content based on geography, IP address, or THE CLOAKING PROBLE
language. A link may appear benign to a c ; ) e
security team in one location while delivering
malware to a user in another. This mirrors
legitimate marketing practices and
complicates detection.

Sandboxing fails if it doesn't replicate victim’s conditions

Spamming Spheres - Mass Delivery of Precision

Combined with Al-generated, region-specific O Wi Wi G e @ ek, @ oo 2

content, attackers can target users across
languages and cultures at scale. This capability enables what can be described as bulk
precision, or “spam spears.”

Browser-in-Browser Attacks

Browser-in-browser attacks present fake —— ThcTic wumses FouR

authentication windows inside the browser BROWSER-IN'BROWSER
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itself. These windows harvest credentials and
MFA tokens through adversary-in-the-middle
techniques. Because the prompt looks

familiar, users comply. Subtle cues, such as
the inability to move the window outside the
browser, often go unnoticed.

Hyperlinks and QR Codes

QR codes and shortened URLs are widely
recognized as risky. Th|s awareness has Looks Safe to Click... But Where Are You Really Going?
. B Secure Login to Microsoft Account % Secure Document Access

shifted user trust toward full URLs and ey T

g
traditional hyperlinks. Attackers exploit this
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trust by registering domains that closely

You are being redirected...

resemble legitimate brands, adding familiar EEE e

words before or after the trusted name. The e

result is a link that looks safe but redirects to Threat actors create What ook Iegit o TorE JoU T P
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malicious content.
Case Study: Personalized Credential Harvesting

In one notable case, threat actors collected victim information from social media and used
it to craft targeted IT support emails. Each message directed the victim to a personalized
landing page designed to harvest credentials and MFA tokens. After the credentials were



captured, the victim was redirected to a e
) Ngase Study Numbergne: My Slice” (2024)

legitimate site, masking the attack. This case SlpthE e v R

demonstrated the effectiveness of tailored

precision and man-in-the-middle techniques.

Defensive Shifts

Social Media, Public Stes, Urgent CTA: *Sterage Full” Company-Branded Phishing Site After Login, Tsken to Legit Ste

As attackers wait for organizations to leave
the castle, defenders must focus on
protecting gateways. Email gateways, DNS,
and web proxies become critical control

points.

Email defenses should include proper implementation of DMARC, SPF, and DKIM to reduce
domain spoofing. Phishing-resistant MFA should be prioritized, with a clear understanding
of what qualifies as phishing-resistant.

DNS monitoring is often overlooked due to PROTECT tHE GATEWAYS

volume and complexity, yet a significant D ‘ﬁ—*‘
percentage of command-and-control traffic g
relies on DNS. Web proxies and browser
protections can validate domains, detect
typosquatting, and isolate malicious activity.
Browser security settings and
containerization can further limit endpoint
impact.

Training and Awareness

w . TramNING HAs TO Prvor:
. . s Inbound = Outbound

Security awareness training must evolve.

Users have been trained for years to scrutinize s
. x1 Ad
email. They must now learn how to navigate j f’j’jﬁ‘?”“d;

the web safely. Training should focus on how
trust is exploited, where users are most
vulnerable, and how to think before clicking.

Protecting Marketing Technology

Marketing platforms often operate outside traditional IT oversight. Websites, social media
tools, and marketing automation platforms may be treated as shadow IT. These systems
are highly trusted and therefore highly attractive to attackers.



If compromised, marketing platforms can be
used to distribute malicious content to

Protect Tech

thousands of customers from a trusted
source. Just as backups were targeted during
ransomware campaigns, marketing
infrastructure will become an increasingly

Your Brand

valuable target. " pontier, (8 B) scawevenr

Attackers Marketing Team

Conclusion

This is the new threat model. Deception
The New Threat Model

scales faster than defense. Threat actors are Why Deception Scales Faster Than Defense
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Addressing this reality requires a shiftin

. . . Mass Scale Now Looks Perimeters Don't See Defense Must Follow
awareness, architecture, and training. Like Precision P AL ey
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Organizations that adapt will reduce risk. = o= (@)

Those that dO nOt Wlll Continue tO defend Questions / Discussion

yesterday’s perimeter against tomorrow’s
attacks.



