
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Introduction 
Vulnerability management is a fundamental cybersecurity practice, but it’s far from simple. 
It involves more than just scanning systems and applying patches; it requires coordination, 
expertise, and strategic risk management. High-profile breaches in recent years have 
proven that neglecting this “janitorial” work can lead to devastating consequences. 
According to industry research, approximately 60% of data breaches are linked to known 
vulnerabilities that had available patches but were never applied. In other words, many 
organizations are being compromised by issues they already had the tools to fix. This reality 
highlights the importance of robust vulnerability management programs in today’s threat 
landscape. 

Several major cyber incidents underscore the risks of poor vulnerability management: 
• Equifax (2017) , Attackers exploited an unpatched Apache Struts web server flaw (CVE-
2017-5638) that Equifax had failed to patch, leading to a breach of 147 million personal 
records. The patch had been available for months, illustrating how dangerous delays in 
patching can be. 
• WannaCry Ransomware (2017) , This global outbreak was fueled by a Windows 
vulnerability (EternalBlue) for which Microsoft had released a patch two months prior. 
Organizations that hadn’t applied the update were hit with ransomware that disrupted 
hospitals, businesses, and governments worldwide. 
• Log4Shell (2021) , A zero-day vulnerability in the ubiquitous Log4j library sparked a 34% 
surge in vulnerability exploitation between 2020 and 2021, as attackers rushed to leverage 
it. Even years later, a portion of systems remain unpatched, showing how difficult 
widespread remediation can be. 
• SolarWinds Orion (2020) , Attackers inserted a backdoor into the SolarWinds IT 
monitoring software, demonstrating that even trusted software updates can introduce 
vulnerabilities. While this was a supply-chain attack (not a missed patch per se), it 
highlighted the importance of verifying and quickly remediating issues in third-party 
software. 
• Industry Studies , Broad analyses reinforce these examples. A Ponemon Institute survey 
found that 60% of organizations suffering breaches were compromised via a known 
vulnerability that had not been patched. Verizon’s 2024 Data Breach Investigations Report 
likewise noted a 3× increase in breaches caused by vulnerability exploitation, which 
became the second-most common attack vector (responsible for about 20% of breaches). 

Attackers often take the path of least resistance, scanning the internet for unpatched 
systems and leveraging exploits faster than defenders can respond. With modern cloud 
computing and AI tools, hackers can mass-scan and develop exploits within days or even 
minutes of a vulnerability’s disclosure. This makes an effective vulnerability management 



program not just a technical necessity, but a critical business imperative for reducing cyber 
risk. The following sections explore the key pain points enterprises face in vulnerability 
management, grouped into major themes, and provide research-backed insights into each. 

 

Challenges in Expertise and Resources 
One of the first challenges in vulnerability management is a shortage of skilled personnel to 
interpret scan results and drive remediation. Many organizations have dedicated security 
analysts who run vulnerability scans and generate reports, but applying those fixes often 
falls to IT operations staff or system owners who may not have security expertise. 
Conversely, the security team might not have the deep knowledge of each system required 
to safely remediate issues. This skills gap means that vulnerability reports can sit 
untouched because no one on the team knows exactly what to do or who should do it. In a 
field survey, 72% of organizations reported difficulty in prioritizing what needs to be 
patched, reflecting uncertainty in how to act on scan results without expert guidance. 

Furthermore, vulnerability management is labor-intensive work , essentially a full-time job 
of chasing down issues, installing patches, and verifying fixes. It’s often seen as 
unglamorous (the “cyber hygiene” equivalent of janitorial work), which makes it hard to 
attract and retain talent for this role. Ironically, it’s not a task that can be offloaded to an 
intern or junior staff either, because remediating vulnerabilities requires significant skill 
and knowledge of complex systems. The result is that many IT teams are overburdened or 
underqualified for the volume of vulnerabilities they face. In fact, 69% of organizations plan 
to hire additional dedicated staff for patching and remediation (on average five new hires), 
at an estimated cost of $650,000 per organization, highlighting how resource-intensive this 
function has become. The cybersecurity skills shortage amplifies the problem , 
experienced professionals are in high demand, and few enjoy the grind of constant patch 
management. 

All these factors lead to vulnerability management tasks often being neglected or deferred. 
Security leaders (CISOs) frequently cite lack of manpower and expertise as top barriers to 
timely patching. Without sufficient people and skills, even the best tools will not improve 
security. This is why some companies turn to managed service providers or consultants for 
help, essentially outsourcing vulnerability management to get the needed expertise. 
Whether in-house or outsourced, it’s clear that human capital is a critical component , an 
organization must invest in training or hiring staff who not only understand scanning tools, 
but also know how to efficiently remediate issues in the IT environment. 

 



Asset Inventory and Visibility 
A foundational prerequisite for vulnerability management is knowing what assets you have. 
You cannot secure or patch devices and applications that you don’t realize are in your 
network. Unfortunately, many enterprises struggle with asset management. Modern IT 
environments are highly dynamic, laptops come and go with remote work, cloud instances 
spin up and down, software gets installed outside official processes (shadow IT), and IoT 
devices or peripherals proliferate. This constant flux means keeping an accurate asset 
inventory is difficult, and any gaps directly undermine vulnerability management. If a server 
isn’t listed in the inventory, it might not get scanned or patched, becoming a silent liability. 

Studies indicate that asset visibility is a widespread challenge. 76% of organizations report 
they lack a unified, up-to-date view of all applications and assets across IT and security 
teams. Different departments may maintain separate inventories (or none at all), leading to 
siloed information. Additionally, 79% of organizations acknowledge visibility gaps in areas 
like cloud infrastructure and end-user devices. These blind spots mean vulnerabilities can 
lurk unobserved. For example, an employee might deploy a new virtual machine in a cloud 
platform and forget to include it in vulnerability scans, or a personal device with corporate 
access could be missing critical updates. 

Effective vulnerability management requires tackling this asset management problem 
head-on. Many forward-leaning security programs invest in automated asset discovery 
tools and continuous inventory processes. The goal is to achieve a near-real-time picture of 
what hardware and software exist in the environment. Some vulnerability scanners have 
asset discovery features built-in, which can help find unmanaged devices. Integrating 
configuration management databases (CMDBs) with scanning tools is another practice to 
ensure new assets are quickly picked up for assessment. The Verizon DBIR emphasizes this 
point bluntly: “you can’t protect what you can’t see”. Without strong asset visibility, even 
the best vulnerability scanner will miss parts of the network, leaving exploitable cracks in 
the organization’s defenses. 

 

Prioritization and Vulnerability Scoring in Context 
Not all vulnerabilities pose equal risk, and one of the hardest parts of vulnerability 
management is figuring out which issues truly deserve priority. Scanners typically assign 
severity based on generic scoring systems like CVSS (Common Vulnerability Scoring 
System). For example, a CVSS 9.8 vulnerability is labeled “Critical.” However, these scores 
don’t account for the context of your specific organization. A “Critical” vulnerability on a 
test server deep in an internal network might actually be low risk, while a “Medium” 
vulnerability on an internet-facing customer database could be a ticking time bomb. 



This is why prioritization requires human judgment and business context. Security teams 
need to consider factors like: Is the vulnerable system exposed to the internet or only 
internal? How important is the system (does it host “crown jewels” data)? Is there known 
active exploitation of this vulnerability in the wild? Are there compensating controls in 
place (firewalls, intrusion prevention, etc.) that mitigate the risk? The raw scanner output 
won’t answer these questions. Tools are evolving to help with this , for instance, some 
platforms incorporate threat intelligence (e.g., whether a vulnerability is being actively 
exploited by attackers) and asset criticality tags to adjust prioritization. The concept of 
Risk-Based Vulnerability Management (RBVM) has gained traction: it means focusing on 
the vulnerabilities that present the highest actual risk to the organization’s mission, rather 
than simply those with the highest CVSS score. 

According to Balbix (a risk-based vulnerability management vendor), using additional 
context like asset value, exposure, and threat likelihood can drastically reduce the number 
of urgent patches without significantly increasing risk. In one example, a Fortune 500 
company with tens of thousands of vulnerabilities was able to fix just 0.2% of them and 
mitigate 99.6% of the risk by smart prioritization. This was achieved by identifying which 
vulnerable assets were critical and exposed versus those that, while technically vulnerable, 
were unlikely to be attacked or had lower impact. The takeaway is that context matters. 
Organizations should augment the default severity ratings with their own understanding of 
what’s important. This could be as simple as a spreadsheet mapping critical systems to 
higher priority, or as sophisticated as an AI-driven platform scoring each vulnerability’s risk. 
But without this, teams can become overwhelmed by a flood of “critical” findings that 
aren’t equally critical to the business , leading to inefficiency (or worse, the truly important 
issues being lost in the noise). 

 

Compliance-Driven vs. Security-Driven Approaches 
Another factor influencing vulnerability management is the organization’s motivation for 
doing it in the first place. For some, the driver is compliance: frameworks and regulations 
(like PCI-DSS for payment systems, HIPAA for healthcare, or various government 
standards) require regular vulnerability scanning and prompt remediation of certain 
findings. In a compliance-driven approach, the focus is often on checking the box , i.e., 
ensuring that scans are performed and documented to satisfy auditors. This is certainly 
better than nothing (at least the organization gains awareness of issues) but can result in a 
mindset of “scan because we have to,” rather than “scan because it genuinely improves our 
security.” 



In a compliance-focused scenario, one might see behavior like running scans at the 
required interval (quarterly, for example) and only fixing enough issues to meet the letter of 
the requirement. For instance, PCI-DSS requires no “High” severity findings on external 
scans, an organization might just remediate those few to pass the scan and ignore a lot of 
“Medium” internal issues because the standard doesn’t enforce those. Scanning for 
security’s sake is different, it means the organization is actively trying to reduce risk, using 
scanning as a tool to find and fix weaknesses. This approach requires a more holistic 
program: performing scans more frequently, prioritizing based on risk (not just compliance 
rating), and crucially, having a plan of action and milestones (POAM) to actually drive 
remediation of findings. A POAM is essentially a documented game plan that says “here are 
our outstanding vulnerabilities, here’s how and when we will address each, and who is 
responsible.” This concept is common in government security standards, but any 
organization can benefit from such structured follow-through. 

Resource constraints often dictate the approach. If an organization is very lean on budget 
or staff, it may do the bare minimum (just scanning and hoping for the best). In contrast, 
organizations in high-risk industries or those that have experienced incidents usually adopt 
a more aggressive stance on vulnerability management out of necessity. It’s also worth 
noting that just meeting compliance might not be enough to actually prevent breaches, 
many standards are considered a floor, not a ceiling, for security. For example, an infamous 
case is the 2017 Equifax breach, which technically could have passed certain compliance 
checks (they were scanning systems), yet a critical vulnerability remained unpatched and 
led to disaster. 

There’s also an insurance angle now: cyber insurance providers often ask about an 
organization’s vulnerability management practices when underwriting policies. More 
importantly, if a breach occurs, insurers may investigate whether the company was 
negligent in applying known patches. Failing to patch systems within a “reasonable” 
timeframe can actually void cyber insurance coverage. For instance, the insurer for Cottage 
Health (a hospital network) denied a $4M breach claim because an investigation found the 
hospital had not consistently applied security patches as promised in their policy. Most 
cyber insurance policies explicitly exclude coverage for incidents resulting from unapplied 
patches or lack of basic maintenance. Thus, a compliance-only approach (just enough to 
tick the box) could leave an organization both vulnerable to attack and exposed to financial 
loss if an insurer refuses to pay out due to lax patching. 

In summary, while compliance can initiate a vulnerability management effort, shifting to a 
risk-focused mindset is crucial. That means scanning is not just an audit activity, but part 
of an ongoing security improvement process. Leadership should be made aware that 



effective vulnerability management may exceed compliance requirements, but it 
significantly lowers the organization’s risk of being the next breach headline. 

 

Network Segmentation and Scanning Limitations 
Network architecture plays a significant role in how vulnerability scanning is conducted. 
Network segmentation, the practice of dividing the network into isolated segments or 
zones, is a recommended security strategy to contain breaches. However, segmentation 
can complicate vulnerability management. If parts of the network are walled off for security 
(e.g., an OT network segment or a sensitive data enclave), scanners may not have direct 
access to those areas. Security teams often face a dilemma: How do we scan segmented 
networks without weakening their security? 

One approach is to deploy scanning probes or appliances within each segment, so that 
you’re not punching permanent holes through firewalls. Another is to temporarily open 
firewall ports during a scan window. Both approaches have challenges. If you open access, 
even temporarily, there’s a risk someone could exploit that opening if not properly 
controlled. There have been cases where the act of scanning itself can introduce risk, for 
example, enabling an administrative share or SNMP access so the scanner can enumerate 
a device might inadvertently expose that device if the access isn’t removed immediately 
after. Some administrators feel that by connecting a highly segmented (protected) network 
to the scanner, you’re bridging a gap that could allow malware to traverse if the scanner or 
connection were compromised. It’s a tricky balance: you must scan those networks to 
know their vulnerabilities, but you must do it in a safe manner. 

On the other end of the spectrum, many organizations still have flat networks (very little 
segmentation). This makes scanning easier (one scanner can often hit everything), but it 
increases the potential impact of any one vulnerability, a critical flaw on one host can be a 
pivot to the entire network. Flat networks were a contributing factor in several worm 
outbreaks and ransomware spread (once malware got in, it moved laterally with little 
resistance). So neither extreme, over-segmentation that impedes scanning, nor completely 
flat networks, is ideal. The goal is balanced architecture: segments to contain threats, 
combined with planning so that scanners or agents exist in each segment to continuously 
assess those isolated systems. 

Another limitation is that scanning authenticated and internal systems can sometimes 
crash or disrupt them, especially if the network devices or OT equipment are fragile. Some 
industrial control system (ICS) devices, for instance, have been known to malfunction 
when probed by standard vulnerability scanners that send unexpected traffic. As a result, 



organizations might avoid scanning certain sensitive systems for fear of downtime, which 
creates blind spots. Specialized scanning tools or careful configurations (e.g., “non-
intrusive” scan settings) are needed in such cases. In summary, network segmentation is a 
double-edged sword for vulnerability management: it’s great for security isolation, but you 
need a thoughtful scanning strategy (such as distributed scanners or endpoint agents) to 
ensure no segment goes unscanned and no scanning activity opens new security holes. 

 

Integration and Workflow Challenges 
Identifying vulnerabilities is only the first step; the next (often harder) step is remediation, 
and this is where many organizations hit process roadblocks. A vulnerability scanner might 
output hundreds or thousands of findings. How do those get translated into actual tasks 
that someone will do? Integration between security teams and IT operations is critical here, 
yet frequently lacking. In many companies, the security team runs scans and produces 
reports or a spreadsheet, then emails it to various IT owners. This manual, ad-hoc process 
can fail in numerous ways: emails get ignored, the report is too overwhelming to act on, 
there’s confusion over who owns what, etc. It’s no surprise that 91% of organizations 
experience delays in vulnerability remediation, often because of coordination and 
communication issues between teams. 

One best practice is to integrate vulnerability management with existing IT ticketing 
systems or workflow tools. For example, a critical vulnerability could automatically 
generate a ticket in the IT helpdesk or task management system, assigned to the team 
responsible for that system. The ticket can track the status of the fix and ensure 
accountability. Some enterprise vulnerability platforms have built-in integrations (e.g., with 
ServiceNow, Jira, etc.) to facilitate this. However, not all organizations utilize these features 
or have them configured. According to one study, 88% of security professionals said they 
must engage other departments (like server admins, networking, application teams) to get 
patches applied, and this cross-department effort adds on average 12 extra days to the 
process. Furthermore, 76% reported a lack of a common view of assets and vulnerabilities 
between security and IT teams, meaning each side might be looking at different data or 
tools. This disconnect can lead to situations where IT believes a system is patched, while 
security’s scan still shows it vulnerable, unless they reconcile data, things fall through the 
cracks. 

Another workflow challenge is tracking remediation to completion. It’s not enough to apply 
some patches; you have to verify that the fixes worked and closed the vulnerabilities. This 
often means re-scanning to confirm, which is an extra step that can be forgotten. Mature 
programs implement a loop where every finding is tracked until closed and the closure is 



validated by a scan or other test. Less mature programs might simply trust that “we sent it 
to IT, so it’s probably fixed”, which, if wrong, leaves the organization still exposed. Metrics 
can help enforce this: for instance, measuring the Mean Time To Remediate (MTTR) 
vulnerabilities, or the percentage of critical findings fixed within a certain timeframe, can 
spotlight whether the process is effective. 

Finally, organizational silos and “turf” issues can impede progress. Security might not have 
the authority to mandate patching on systems run by, say, the DevOps or product team, 
especially if those teams fear downtime. It takes leadership support to create a culture 
where vulnerability management is seen as a shared responsibility and where there’s a 
clear policy (e.g., “Critical vulns must be patched or mitigated within 15 days” , a 
requirement for U.S. federal agencies per CISA directive). Establishing that policy and 
empowering the security team to enforce it (or report non-compliance up the chain) is vital. 
Without it, the workflow often stalls at the “we found issues” stage with no effective 
mechanism to drive “we fixed issues.” Integration, both technical (tools) and organizational 
(teams), is the key to turning vulnerability scanning into actual risk reduction. 

 

Patch Management Strategy: Reactive vs. Proactive 
A strategic question for many organizations is how to allocate effort between proactive 
patch management and reactive vulnerability scanning. They are two sides of the same 
coin. Proactive patch management means you regularly update your systems (apply vendor 
patches, update software versions) on a routine basis, ideally closing vulnerabilities as a 
matter of course. Reactive vulnerability management implies you rely on scans to tell you 
what’s missing, then scramble to patch those specific issues. In practice, a mature 
program blends both, but resource constraints can make it challenging to excel at both 
simultaneously. 

Some organizations take the stance: “If we patch everything routinely, then the scanners 
won’t find much, and we’ll be in good shape.” There is truth to this, a strong patching 
regimen (e.g., weekly or monthly updates across all systems) will drastically cut down the 
number of known vulnerabilities present. In such organizations, the vulnerability scan 
becomes a QA check to catch anything that was missed or couldn’t be patched for some 
reason. This is a proactive approach and often results in smaller vulnerability backlogs. It 
does, however, require significant effort: testing patches (to ensure they don’t break 
applications), dealing with maintenance windows, and sometimes handling hundreds of 
patches across a diverse environment. It can also be disruptive if not well-managed, which 
is why not all companies patch aggressively. 



On the other hand, a reactive approach might be taken by a lean team that says: “We will 
run our scans, see what the most critical issues are, and focus limited resources on fixing 
those first.” This can work in the short term, especially if the threat exposure is low (e.g., a 
mostly internal network with few internet-facing services). The danger is that if patching is 
only driven by scan findings, you might remain perpetually behind. New vulnerabilities 
come out every day, and if you’re only addressing things when a quarterly scan flags them, 
your systems could be unpatched for months in between. Indeed, data suggests many 
organizations have a median remediation time around 30-60 days for critical 
vulnerabilities, which in the current threat environment is a long window of exposure. 

Sometimes compliance requirements force even proactive patchers to still perform regular 
scanning. For example, you might patch your servers every month, but PCI standards still 
require a quarterly external scan by an approved vendor. That scan might not find much if 
you’re truly up-to-date, but it must be done for compliance. So even in a proactive model, 
scanning doesn’t disappear, it just (ideally) becomes a formality that confirms your patches 
are effective. 

Many organizations find themselves somewhere in between: patching what they can, when 
they can, but never fully “getting ahead” of the vulnerability backlog. It’s common to see 
tens of thousands of vulnerabilities outstanding in large enterprises. This leads to risk 
acceptance for some lower-severity issues. You might decide not every vulnerability can or 
must be fixed if it’s in a system that’s well protected and the risk is minimal. The key is 
making those decisions consciously, not simply by neglect. 

In summary, being proactive (patch first) is ideal for reducing risk, but it’s resource-
intensive and can conflict with operational needs (uptime). Being solely reactive (scan-
driven) can miss the race against attackers who exploit known flaws quickly. The best 
practice is a hybrid: maintain a regular patch cycle for routine updates (especially for OS, 
browsers, common software), and use scanning to catch the outliers, things like 
misconfigurations, devices missed by patching, or software that isn’t covered by your 
regular updates. An analogy sometimes used is “don’t let your scanner be your patching 
tool.” Use a patch management system to do the heavy lifting and let the scanner verify and 
find gaps. 

 

Patching Delays, Zero-Days, and Exploitation Speed 
One of the most daunting challenges today is the speed at which new vulnerabilities are 
weaponized by attackers. Traditionally, organizations have operated on patch cycles of 30, 
60, or 90 days depending on severity (with critical issues ideally in 2 weeks or 30 days at 



most, according to many policies). Unfortunately, threat actors are outpacing these 
timelines. Recent data is sobering: the 2024 Verizon Data Breach report found that 
attackers are now mass exploiting some critical vulnerabilities within 5 days of public 
disclosure, while it takes organizations a median of 32 days (and often much longer) to 
remediate those issues. In fact, Verizon observed that half of the critical vulnerabilities in 
the CISA Known Exploited Vulnerabilities catalog were still not patched after almost 2 
months, even though exploits for those were active within days. 

What this means is the traditional patching cycle is increasingly inadequate against fast-
moving threats. When a major zero-day or critical vulnerability (like Log4Shell) drops, 
waiting weeks to act is an invitation for disaster. There’s a concept of the “patch gap”, the 
window between vulnerability disclosure and defenders fixing it. That gap used to be 
measured in months; now it’s often days or less. For example, when a severe Microsoft 
Exchange vulnerability (ProxyLogon) was announced in 2021, attackers reportedly began 
widespread exploitation within 48 hours. Organizations that patched on a normal monthly 
cadence were too late and found web shells planted in their servers. 

Emerging technologies are also changing the game. Artificial Intelligence and automation 
are enabling hackers to develop exploits much faster than before. Research in 2025 
demonstrated an AI system that could take a CVE description and produce a working 
exploit in about 15 minutes at a cost of only $1, with minimal human input. This kind of 
capability can potentially shrink the “grace period” defenders count on to near zero. If an AI 
can churn out exploits for the day’s newly disclosed bugs by the evening, then 
organizations might have to apply or at least mitigate critical patches within hours, not 
days. It’s a scary prospect, essentially demanding near-real-time vulnerability management 
for the most serious issues. 

On the flip side, it’s important to remember that rushing patches can introduce risk as well. 
Patching is a form of change management, and any change can cause problems. Many 
seasoned IT administrators have war stories of a patch that crashed a system or 
application. For instance, applying an urgent update to a database server might 
inadvertently break connectivity with an older application that wasn’t tested against the 
new version. In environments like healthcare or industrial control, applying an untested 
patch could even shut down critical equipment, creating safety issues. This is why many 
organizations maintain a slight lag, to test patches in a staging environment before rolling 
them into production. That lag could be a few days or a week, which is at odds with the 
“patch in hours” ideal, but it’s a necessary risk calculation. 

A practical compromise is to prioritize patching based on exposure. If a vulnerability is 
being exploited within days, focus on systems that are exposed to that exploitation path. 



For example, if it’s a remote code execution vuln that requires network access, patch 
internet-facing systems immediately (even if untested) because the risk of waiting is too 
high. For internal systems not exposed to the internet, you might take a little longer to test 
those patches. This approach aligns with a zero-trust, layered defense philosophy: assume 
breach externally and secure that first, while using internal defenses to buy time for less-
exposed areas. In other words, external vs. internal is a key distinction, many teams patch 
external-facing servers (web servers, VPN gateways, etc.) on a much faster SLA than 
internal workstation software, for example. 

We also have to acknowledge human nature and business reality: some organizations have 
grown complacent because they haven’t yet been hit. You’ll hear rationales like, “We’ve 
gotten by with quarterly patching and a few scans a year, and we haven’t had a breach in a 
decade.” This breeds a false sense of security and resistance to change. It often takes 
either a near-miss or seeing a peer company get breached to shake up that mindset. The 
dangerous truth, however, is that past luck is no guarantee for the future, especially as 
threats intensify. Ransomware groups and state-sponsored attackers alike are now actively 
exploiting known vulnerabilities as a primary attack vector (when phishing fails, they turn to 
hacking unpatched servers). So those “lazy patchers” are living on borrowed time. 

In summary, vulnerability management today must be nimble. Organizations should 
streamline their patch testing and deployment processes to be as fast as possible for 
critical issues, perhaps using techniques like canary deployments (patch one subset of 
systems and monitor) or automated rollback if a patch causes problems. They should also 
use compensating controls aggressively when a patch can’t be applied immediately, for 
example, temporarily blocking certain ports or services, increasing monitoring, or applying 
virtual patches via a firewall/IPS. The goal is to shorten the window of exposure for new 
high-risk vulnerabilities from the historically 30-45 days (or more) down to a matter of days 
or hours, at least for those systems that matter most. It’s a challenging goal, but one that 
may spell the difference between dodging an attack or becoming the next victim. 

 

False Positives and Scan Quality 
Not every finding from a vulnerability scan is accurate or meaningful. False positives, where 
a scanner reports a vulnerability that isn’t present or isn’t exploitable, are a common pain 
point. They erode trust in the scanning tool and waste precious time as engineers 
investigate and find nothing wrong. False positives can arise for several reasons. Often, 
scanners rely on version numbers or file signatures; if a system has an outdated version 
string but a backported patch, the scanner might flag it as vulnerable even though it’s fixed. 
Or a leftover registry key or file from an old installation might trigger a vulnerability alert for 



software that’s no longer in use. Less sophisticated scanners may also lack context, for 
example, they might see a service open and assume it’s the vulnerable version, without 
testing it thoroughly. 

Users of some lower-end tools have reported frustrations about scan quality. Vulnerability 
scanning tools can generate a ton of noise, including false positives due to non-standard 
software installs. Scanning agent can also use excessive disk space and require 
reinstallations when it hung-up, which complicates getting reliable results. False positives 
are not limited to cheap tools, though; even top-tier scanners can produce them, 
especially if misconfigured. The difference is that enterprise tools often allow more fine-
tuning, you can adjust the plugins, do authenticated scans (which reduce uncertainty by 
logging into the target to check actual patch levels), and so on. 

There’s also the category of “informational” or low-severity findings which aren’t false 
positives per se, but can feel like it. These might include notices of missing best practices 
or theoretical vulnerabilities that might not have a clear impact. They add to the noise and 
can lead teams to tune out the scanner output. It’s important for vulnerability management 
leads to tune the scan output to what is actionable. This can mean filtering out certain 
types of findings, customizing severity levels based on what your organization cares about, 
or using advanced algorithms that suppress duplicate findings. Modern platforms 
sometimes leverage machine learning to deduplicate or suppress false positives (for 
example, if multiple scanners report the same issue, or if historical data shows a finding 
was consistently a false alarm, the system might de-prioritize it automatically). 

One approach to handle false positives is to maintain a feedback loop with the scanning 
tool vendor. When a false positive is identified, it can often be reported, and vendors will 
update their signatures or provide workarounds. Open-source scanners like 
OpenVAS/Greenbone allow users to tweak checks or disable certain tests that are known 
false alarms in their environment. Managed service providers, in particular, note that 
cheaper vulnerability solutions tend to require more babysitting, filtering out false 
positives, fixing broken agents, manually verifying critical issues, whereas the more 
expensive tools are usually more stable and accurate out-of-the-box. 

Ultimately, no scanner is perfect, so an element of human validation remains. A common 
practice is to manually verify a handful of critical findings from each scan. If the scanner 
says a critical patch is missing on a server, have an admin double-check the server’s patch 
level, it could save running after a false issue. Over time, as trust is built in a scanner (or as 
it’s fine-tuned), this need reduces. The goal is to reach a point where the noise is low and 
when the scanner flags something, the team jumps on it knowing it’s likely real. Reducing 
false positives increases the signal-to-noise ratio, keeping the team focused and effective. 



 

Costs and Tooling Differences (SMB vs. Enterprise) 
The vulnerability management product market is broad, with solutions tailored for different 
sizes of organizations. Understanding the trade-offs between “low-tier” (SMB or MSP-
focused) products and enterprise-grade solutions is important when selecting a tool or 
assessing your current toolkit. Here’s a breakdown of the landscape: 
• Enterprise-Grade Solutions: They tend to have the most comprehensive coverage of 
vulnerabilities, with large research teams curating vulnerability checks. They are known for 
having a team constantly updating signatures. They support a variety of scan types: 
network scanning, agents on endpoints, cloud scanning, container image scanning, and 
more. Enterprise tools also usually have robust reporting and dashboard capabilities, and 
integration options (APIs) to tie into ticketing systems or SIEMs. The downside is cost and 
complexity. These tools are priced for large-scale use. Moreover, these solutions can be 
complex to deploy and manage. They might require dedicated servers/appliances, 
database maintenance, and skilled operators to interpret the data and maintain scan 
schedules. 
• Mid-Market Solutions: In between the extremes, there are solutions targeting mid-sized 
organizations or those who want a cloud-based, simpler approach. Some of the enterprise 
players offer lighter versions. Additionally, newer companies focus on ease-of-use and 
automation, These tools primarily patch management platforms that also provide 
vulnerability info, aiming to simplify the remediation side Another example are tools that 
don’t scan themselves but ingests scan data and uses risk algorithms to prioritize (good for 
mid-large enterprises looking to add risk context). These mid-market tools often operate on 
a SaaS model, you deploy some lightweight agents or scanners, and the heavy 
analysis/reporting is done in the cloud service. Cost for mid-market solutions tends to be 
moderate: typically, per-asset or per-agent pricing, which can range broadly but is often 
more accessible to a budget-conscious team. The trade-off might be that these tools have 
fewer features or less depth. For instance, they might not detect as wide a range of obscure 
vulnerabilities, or they might not have extensive compliance reporting features. But they 
often prioritize usability, with cleaner UIs and simpler workflows. 
• (Low-Tier) Solutions: For small businesses there are products that integrate with Remote 
Monitoring and Management tools. They typically are lower cost per client, making them 
attractive. However, many users report significant shortcomings with these solutions. 
Common complaints include: poor user interface and user experience (disorganized 
dashboards, slow performance), reliability issues (scanning agents that stop working or 
need frequent reinstallation), and incomplete scanning. Reporting in these low-tier tools is 
also a pain point, instead of a nice executive dashboard, they might produce very verbose 



reports without clarity. The advantage they have is tight integration with things like ticketing 
or compliance documentation, but that doesn’t help much if the underlying data is 
questionable. 

When choosing a solution, organizations should consider not just current needs but also 
how the tool will scale. A small company might start with an inexpensive scanner 
integrated into their IT management suite, that’s fine initially. But as they grow or face 
greater threats, they may outgrow these tools and need to migrate to a more robust 
platform. On the other hand, an enterprise that already has tools like Microsoft Defender or 
an EDR solution may consider whether those can cover some vulnerability management 
needs without buying a separate enterprise scanner (more on overlapping tools in the next 
section). 

In summary, you generally “get what you pay for” with vulnerability management products. 
The top-tier tools have better detection engines and more features, which justify their cost 
for organizations that absolutely need reliable coverage. The lower-end tools save money 
and can be sufficient for basic requirements, but they carry the risk of less accuracy and 
functionality. The key is aligning the tool choice with your risk tolerance, regulatory 
requirements, and available expertise to manage the tool. Sometimes a combination is 
used: for instance, a company might use an enterprise scanner for critical servers, but a 
simpler tool for less critical parts of the business, balancing cost and security. 

 

Reporting and Metrics Overload 
A frequent complaint about vulnerability management is the overwhelming volume of data 
and the difficulty of reporting it clearly to stakeholders. Anyone who has run a vulnerability 
scan on a large network is familiar with the massive reports they produce, sometimes 
thousands of findings across hundreds of pages. These reports list vulnerabilities of varying 
severity (Critical, High, Medium, Low, Informational) often with technical jargon. While this 
level of detail is useful for engineers doing the fixes, it’s too much information for managers 
and executives who need a high-level understanding. 

The result is that security teams spend a lot of time distilling and translating. They must 
triage the raw findings, perhaps export them to spreadsheets or a business intelligence 
tool, and create summaries like “Number of critical vulnerabilities this month vs last 
month” or “Top 10 assets with the most severe issues.” This is non-trivial work, especially if 
the tools don’t provide easy reporting outputs. Many older vulnerability scanners produced 
static PDF or HTML reports that were not easily customizable. If the report was “1000 pages 



of raw data,” security analysts would then manually create PowerPoint slides or Excel 
charts for their vulnerability management meetings or for presentations to the CIO. 

Modern vulnerability management solutions are increasingly addressing this pain point by 
offering dashboarding and analytics features. For example, some platforms now have web 
dashboards that show real-time metrics: total outstanding vulnerabilities, breakdown by 
severity, by asset group, trends over time (how fast are we fixing issues), etc. This is hugely 
valuable because it lets teams quickly get a sense of where they stand and demonstrate 
progress to leadership. However, these advanced features can come at a cost, they might 
be part of a more expensive tier of the product or require additional setup/integration (like 
feeding scan data into a SIEM or analytics tool). Smaller organizations or those using basic 
scanners might not have these bells and whistles, leaving them stuck with heavy reports. 

Many in leadership now expect visual, at-a-glance reports (think graphs and heat maps) 
rather than dense vulnerability lists. If a CISO can pull up a dashboard and see, for 
example, “We have 5 critical vulns unpatched in our server environment, all on 
development servers, and that number is down from 20 last quarter,” that’s a win, it 
communicates risk and progress clearly. There is also interest in risk scoring: translating 
vulnerability data into a single risk score or rating that can be tracked. Some tools offer a 
“risk meter” or security posture score which factors in vulnerabilities (often combined with 
other factors like configuration issues). 

Another aspect of reporting is audience-tailoring. The IT engineer needs a list of specific 
systems and patches; the IT manager wants to know how many tasks their team has and if 
they’re meeting SLAs; the CISO wants to know overall risk posture and trends; the 
CEO/Board might just want a single slide like “Here’s our cyber risk from vulnerabilities, is it 
improving or not?” Preparing these different views can be laborious if the tool doesn’t 
support it inherently. 

All this leads to the requirement that any serious vulnerability management program 
should include a step for data analysis and reporting. Whether it’s done manually or via 
fancy dashboards, someone needs to curate the vulnerability information into a form that 
drives action. One practical tip is to maintain a “vulnerability scorecard”, a summary report 
updated regularly that shows key metrics: number of vulnerabilities by severity, percentage 
compliant with patch timelines, worst offending systems or departments, etc. This can be 
shown to IT and business leaders to keep focus on remediation efforts. 

Without good reporting, even a strong vulnerability management process can appear 
ineffective or be hard to justify. Conversely, clear reporting can highlight successes (e.g., 
“we reduced critical vulns by 80% in the past quarter”) and identify areas needing attention 



(e.g., “workstations are still lagging on patches”). A slick dashboard or concise report can 
make a huge difference in persuading executives to support vulnerability remediation 
initiatives. 

 

Overlapping Technologies and Evolving Landscape 
The vulnerability management domain does not exist in a vacuum, it overlaps with several 
other areas of cybersecurity and IT management, which can either complement or 
complicate the process. In recent years, this landscape has been evolving rapidly: 
• Endpoint Security (EDR/XDR) Integration: Many Endpoint Detection and Response 
(EDR) tools now include some form of vulnerability assessment. For example, Microsoft 
Defender’s Threat & Vulnerability Management module will list software vulnerabilities on 
your endpoints and even correlate them with threat insights. This raises the question: if you 
have EDR, do you need a separate scanner? The consensus is that EDR and vulnerability 
scanners serve different primary purposes and one doesn’t fully replace the other. EDR’s 
vuln data is often limited to the endpoint scope and may not scan the broader network 
devices, web applications, cloud configs, etc. Also, EDR is agent-based; it might miss 
devices where the agent isn’t installed (or can’t be installed, like printers or IoT). That said, 
organizations can leverage EDR vuln info as a quick win for endpoint remediation, using it 
alongside traditional scans. There’s efficiency in having the agent report missing patches in 
near real-time, which might prompt patching faster than waiting for the next scheduled 
scan. Some vendors partner with EDR solutions to enrich data, the key is to avoid double-
counting and confusion. If running both, one should reconcile and decide which is the 
source of truth for vulnerability status on endpoints. 
• Continuous Penetration Testing and Attack Surface Management: Classic vulnerability 
scanning is unauthenticated and breadth-first (find all possible issues but don’t exploit 
them). Penetration testing, traditionally, is a deeper attempt to exploit and prove impact, 
often done periodically by humans. Now we see tools offering “Continuous automated 
pen-testing” or “breach and attack simulation.” These can uncover chained exploits (two 
medium vulns that together become critical, for example) that a scanner might not 
highlight. However, they typically focus on network-accessible things and are 
complementary to vulnerability scanning. They won’t enumerate every missing patch, 
they’ll focus on what gets them in the door or to a crown jewel. Some security programs 
use the output of these tools to prioritize vulnerability fixes that a pen-test proved could 
lead to a breach scenario, thus cutting through the noise of tens of thousands of scan 
findings to a handful of “do these first because we literally exploited them in a test.” The 
downside is these tools can be expensive and still require expertise to manage (and you 
still need regular scanners for full coverage). 



• Cloud and DevSecOps Integration: With the shift to cloud infrastructure and DevOps, 
vulnerability management is also shifting left (earlier in the lifecycle). Cloud providers have 
their own vulnerability and configuration scanners (AWS Inspector, Azure Security Center, 
etc.) which overlap with traditional tools. Container security scanners check images for 
vulnerabilities before they’re deployed. Code scanning tools (SAST/DAST) find 
vulnerabilities in applications. All these are part of a larger vulnerability landscape beyond 
just the network scan. A modern CISO will consider how to integrate results from SAST 
(code security), SCA (open-source library vulnerabilities), container scans, and cloud 
security posture into a unified view. This is challenging because it’s a lot of data from 
different sources, often with different formats and risk scoring. Some vendors, as noted, 
position themselves as aggregators (Kenna/Cisco, Brinqa, or even SIEMs pulling in CVE 
data) to create a big picture. 
• Microsoft and OS Vendors: Microsoft has been beefing up its security stack, beyond 
Defender, things like Windows Update for Business, or Linux’s unattended upgrades, etc., 
are making it easier to patch continuously. If systems auto-update, your vulnerability count 
goes down. But for those who can’t auto-update everything due to stability concerns, they 
rely on management tools like WSUS, SCCM, or third-party patch tools. The integration 
between patch management systems and vulnerability scanners is also a point of overlap, 
some vulnerability tools can send patch jobs to management tools. The ideal future state is 
a more automated remediation, where the scanner not only finds a vuln but can trigger the 
patch deployment through integration, at least for straightforward issues. 
• Security Orchestration and Response (SOAR): Some organizations script and automate 
their vulnerability response using SOAR tools. For instance, if a critical vuln is found on a 
server, a SOAR playbook might automatically isolate that server from the network or push a 
config change until it’s patched. Or it might simply automate the ticket creation and 
escalation. This is an advanced capability that not everyone uses, but it’s part of the 
evolving landscape to handle things at machine speed, especially as the volume of 
vulnerabilities grows and the required response time shrinks. 
• AI and Analytics: As mentioned earlier, attackers use AI to find exploits; defenders are 
also eyeing AI to manage vulnerabilities. Machine learning can help predict which vulns are 
most likely to be exploited (projects like Microsoft’s EPSS , Exploit Prediction Scoring 
System, aim to score vulns by probability of exploit). AI might also assist in suggesting 
remediation steps or summarizing reports for easier digestion by humans. 

In summary, vulnerability management is increasingly becoming a feature in many 
platforms, not just a standalone activity. This convergence is both an opportunity (more 
data and ways to catch issues) and a challenge (avoid duplication, manage data overload, 
ensure nothing is missed between tools). A security professional must ensure that if 



multiple tools generate vulnerability findings, they have a process to consolidate and act 
on them cohesively. It’s counter-productive if, say, your EDR, your cloud security tool, and 
your network scanner each have their own separate list of vulnerabilities with no single 
oversight. Integration and orchestration are becoming key. We’re likely moving towards 
more unified platforms (some use the term “exposure management” or “cyber asset attack 
surface management”) where all asset risks, be it vuln, misconfig, identity, etc. , are viewed 
together. But for now, many are dealing with overlapping yet siloed tools. The best 
approach is to pick a primary system of record for vulnerabilities and use others to 
supplement, ensuring you close gaps without creating confusion. 

 

Special Considerations: IoT, OT, and Other Hard-to-Patch Systems 
A particularly thorny area of vulnerability management involves assets that are outside the 
typical IT update cycle. These include Internet of Things (IoT) devices, Operational 
Technology (OT) and industrial control systems, network infrastructure (routers, switches, 
firewalls), printers, surveillance cameras, building management systems, and even the 
firmware/BIOS within PCs and servers. Such devices and systems often have 
vulnerabilities but are notoriously difficult to patch or monitor. Key challenges with these 
include: 
• Infrequent Patches: Many IoT/OT vendors do not release updates on a regular cadence. A 
security camera or a PLC (programmable logic controller) might only get a firmware update 
if a major issue is found, which could be years apart. Some older devices never get updates 
at all, they’re effectively “vulnerable by design” once new exploits are discovered. This 
means your vulnerability scanner might flag a camera’s firmware as vulnerable, but there’s 
simply no patch available yet (or ever). The only options then are to accept the risk or 
replace the device. 
• Patch Difficulty: Unlike a Windows server that can be patched with a few clicks or 
automated tools, updating firmware on a network switch or an OT device can be a complex 
task. It might require console access, taking the device offline, scheduling downtime 
during maintenance windows (e.g., a factory line can only be stopped on a holiday to patch 
the control system). Also, if something goes wrong, recovery can be non-trivial, e.g., a 
failed firmware update could “brick” a device. Because of these risks, administrators are 
often hesitant to patch firmware unless necessary. 
• Availability Over Security: In industries like manufacturing, utilities, healthcare, and data 
centers, the mantra is “uptime is king.” The professionals managing those systems (plant 
engineers, facility managers, etc.) often view any downtime as unacceptable. They adhere 
to the “if it ain’t broke, don’t fix it” philosophy when it comes to updates. Indeed, surveys 
show over 80% of IT and OT leaders have postponed or avoided patches to prevent 



downtime. This cultural bias means security patches compete with operational continuity. 
A hospital may delay patching a medical device because taking it out for an update could 
disrupt patient care. The consequence, however, is that those devices remain vulnerable 
longer, which in a hospital example could lead to ransomware impacting critical 
equipment. 
• Detection Gaps: Standard IT vulnerability scanners may not fully support proprietary OT 
protocols or may even cause disruption when scanning them. Specialized OT vulnerability 
management tools (like Dragos) are often needed; they work by passively listening to 
network traffic rather than actively probing devices, to avoid causing incidents. If an 
organization tries to use a normal scanner on these systems, it might either get incomplete 
results or accidentally trip an alarm/fault. This requires having separate scanning 
processes and expertise for the OT side, which many IT-focused teams lack. 
• Firmware and BIOS in IT systems: Even in regular IT, things like BIOS/UEFI firmware or 
device drivers can have vulnerabilities (for instance, the recent wave of UEFI firmware 
vulnerabilities in laptops). These don’t show up in typical OS-level patch scans. Some 
vulnerability tools are adding firmware scanning (checking version of BIOS against known 
vuln databases), but patching BIOS is again more complicated than a software patch and 
usually has to be done out-of-band. It’s often ignored until a major threat appears (like 
LoJax rootkit in UEFI, which then spurred interest in BIOS updates). 

Given these challenges, managing vulnerabilities in IoT/OT/firmware requires a tailored 
strategy. Some recommendations and approaches include: 
• Maintain a specific inventory for these devices: Know all your OT/IoT assets, because they 
might not be in the standard IT asset database. Include details like model, firmware 
version, vendor support contacts, etc. This inventory can be linked with threat intelligence: 
if a vulnerability in a certain camera model is announced, you can quickly identify if you 
have it. 
• Network Segmentation and Isolation: Since patching is hard, focus on containing the risk. 
Isolate IoT and OT devices on separate network segments with strict access controls. For 
example, IP cameras might be on a VLAN that only the security NVR system can talk to, 
nothing else. That way, even if they are hacked, the damage is limited. This is a 
compensating control frequently used in industrial settings, assume these devices are 
vulnerable and just put them behind strong defenses (firewalls, unidirectional gateways, 
etc.). 
• Compensating Controls: In addition to network isolation, use other protections: strict 
firewall rules (e.g., an OT controller should never talk to the internet, so block its outbound 
access entirely), intrusion prevention systems (to virtually patch by detecting exploit 
traffic), and monitoring. Anomaly detection on OT networks can spot if someone is 



exploiting a PLC even if the PLC is unpatched, by noticing unusual commands. These 
controls don’t fix the vuln but reduce the likelihood it can be successfully exploited or limit 
the impact if it is. 
• Scheduled Downtimes: Work with the operations team to plan periodic maintenance 
windows where at least the most critical patches can be applied to OT systems. It might 
only be feasible a few times a year, but something is better than nothing. Testing patches in 
a lab setup (if possible) also helps alleviate their concerns. 
• Risk Acceptance and Communication: For some devices, you may consciously decide to 
accept the risk (with management sign-off) because the patch risk is greater. However, 
document this decision and continuously revisit it, ensure management understands the 
potential impact (e.g., “we know these factory controllers are vulnerable to CVE-XXXX 
which could allow an attacker to stop the production line; we haven’t patched due to high 
downtime costs; we have compensating controls X, Y, Z; we reassess this quarterly”). This 
way it’s a transparent risk management decision, not just neglect. 
• Emerging Solutions: The market is responding with solutions like lightweight agentless 
patching for OT, or vendors providing more secure over-the-air updates for IoT. Keeping an 
eye on these and investing when feasible can help. Also, pressure vendors (especially if 
you’re a big buyer) to issue patches or design secure devices, the more customers demand 
it, the more likely industries like medical and industrial device manufacturers will improve 
their patch processes. 

In essence, vulnerability management for IoT/OT is 100% a risk management exercise. It 
often comes down to availability vs. security. A network admin might say, “I’d rather have 
an unpatched but running system than a patched system that might fail,” whereas a 
security professional says, “If it’s unpatched and running, an attacker could make it fail (or 
worse).” Bridging this gap requires mutual understanding and often a middle-ground 
solution (like isolating the system so at least the risk of attack is low). Everything from 
smart TVs in the office to industrial robots could be the weakest link if not considered in the 
vulnerability management scope. 

 

The Cost of Neglect and the Path Forward 
The discussion of all these pain points leads to a clear conclusion: neglecting vulnerability 
management can carry enormous costs, while investing in it can significantly reduce an 
organization’s risk. To drive this point home to stakeholders, it’s useful to summarize the 
consequences of poor vulnerability management and the benefits of a strong program. 

When vulnerabilities are not managed properly, organizations are essentially leaving 
windows and doors open for attackers. Breaches resulting from known, unpatched 



vulnerabilities have incurred financial losses in the hundreds of millions of dollars, not to 
mention intangible hits to reputation and customer trust. We saw how Equifax’s failure to 
patch led to a $700M+ settlement cost and enduring reputational damage. The WannaCry 
attack caused disruptions estimated at $4 billion globally, much of which could have been 
avoided by timely patching of a Windows update. These are direct costs; there are also 
indirect costs like increased cyber insurance premiums, legal fees, and loss of business. 

Speaking of insurance, as mentioned earlier, insurers now often mandate good cyber 
hygiene. An organization with lax patching might even struggle to obtain cyber insurance at 
a reasonable rate. There have been cases of claims denied because an insurer’s post-
breach investigation found the victim hadn’t applied readily available patches. Essentially, 
failing to patch known vulnerabilities could invalidate your cybersecurity insurance, leaving 
the company to bear the full brunt of a cyber incident’s cost. 

On the flip side, organizations that excel in vulnerability and asset management tend to 
have better overall security outcomes. Reports show that those with mature asset 
inventory and vulnerability processes have lower incident costs and faster incident 
response times. The logic is simple: if you eliminate 80% of the common vulnerabilities, 
you’ve removed 80% of the easy paths for attackers. It forces them to resort to more 
complex, less certain methods (like zero-day exploits or social engineering), which you can 
then handle with other controls. It’s often said that good patching defeats opportunistic 
attacks, many attackers are lazy or opportunistic and will move on to find an easier target if 
they hit a well-patched organization. That’s not to say patching is a panacea (defense-in-
depth is still needed), but it removes low-hanging fruit. 

To build a business case for strengthening vulnerability management (which might mean 
asking for more budget, tools, or headcount), security leaders should emphasize several 
points: 
• Risk Reduction: Clearly quantify how many critical vulnerabilities you currently have and 
what could happen if they are exploited. Then outline how a better program would reduce 
that number. Use industry stats: e.g., “Data shows 60% of breaches involve unpatched 
flaws; by investing in vulnerability management, we aim to be in the other 40%.” 
• Regulatory Compliance: Map the program improvements to compliance requirements. 
“This will help us comply with HIPAA/PCI/etc by not only scanning but also remediating 
within required timeframes, avoiding potential fines.” 
• Insurance and Liability: Point out that improved patch management could favorably 
impact cyber insurance coverage and payouts. “Our insurer requires timely patching; 
strengthening this area ensures we’re covered if an incident occurs, and reduces the 
chance of claim denial.” 



• Operational Resilience: Paradoxically, patching can prevent bigger disruptions. Yes, 
there’s a risk a patch might cause a small outage, but an unpatched ransomware outbreak 
could cause a complete week-long shutdown (as some victims of NotPetya experienced in 
2017). Framing it as preventing downtime can resonate: “Patching is like maintenance; it 
prevents catastrophic failures. An hour of planned maintenance is better than a week of 
emergency downtime.” 
• Customer Trust and Business: Many companies now get security questionnaires from 
clients or have to demonstrate security in order to win business. Being able to show a 
robust vulnerability management program (with metrics, reports, maybe even 
certifications) can be a market differentiator. Conversely, a public breach can drive 
customers away. So there’s a revenue angle: “Avoiding breaches keeps our brand intact 
and clients confident in us.” 

A notable trend to mention is that attackers are not slowing down, they’re automating and 
speeding up, so we as defenders must do likewise. The increasing use of cloud computing 
also means that infrastructure can be spun up and attacked faster than ever; if you don’t 
scan a new cloud server for a month, it could be compromised long before then by an 
opportunistic scan from the internet. Also, as bandwidth and technology improve, tools like 
Internet-wide scanners (e.g., Shodan, Censys) can find vulnerable systems within hours of 
their appearance online. We essentially have zero hiding time for something like an 
unpatched server exposed online, it will likely be found by botnets or researchers in a very 
short timeframe. So, the window to react is smaller, which justifies spending on 
capabilities that make us react faster (or preempt the need to react by patching 
proactively). 

In closing, Vulnerability management is challenging, yes, but it’s crucial and can be 
systematically improved. Acknowledge the pain points (lack of expertise, too many 
vulnerabilities, slow patch cycles, etc.), show that you understand them, but then pivot to 
solutions and benefits. Grouping the issues (as we’ve done by theme) helps stakeholders 
see the big picture rather than a jumble of problems. It also helps in assigning actions: 
some solutions are technical (buy a better scanner, deploy agents, implement a 
dashboard), some are process (improve asset inventory, integrate with IT workflows), and 
some are people (train staff, hire or outsource for expertise). 

By addressing each pain point with a combination of industry best practices and tailored 
actions, an organization can significantly strengthen its vulnerability management. It’s not 
about achieving zero vulnerabilities (an impossible goal), but about managing the risk to an 
acceptable level. This means reducing the likelihood of a breach through known vectors 
and being prepared to respond quickly to new threats. Effective vulnerability management 



is one of the highest ROI security activities, it’s not flashy, but it directly tackles the weak 
links that most attackers exploit. With major attacks like those referenced, and clear data 
on how breaches happen, the case practically makes itself: invest in keeping systems up-
to-date and well-managed or pay a much bigger price later. The path forward is to take 
these lessons, secure executive support, and systematically build a vulnerability 
management program that fits the organization’s needs, thus turning a perennial pain point 
into a strength. 

 

Conclusion 
Vulnerability management in enterprise IT is a complex, ongoing battle that touches on 
technology, processes, and people. It’s understandable why many organizations struggle 
with it, the sheer volume of vulnerabilities, the mundane yet skilled work required to 
address them, and the constant pressure of new threats can be overwhelming. However, 
the research and cases discussed make it clear that ignoring or under-resourcing this area 
is not an option without courting disaster. On the positive side, by analyzing pain points and 
implementing targeted improvements, organizations can dramatically improve their 
security posture. 

Key takeaways for IT leaders include: ensure you have visibility into all assets, invest in the 
expertise and tools needed to find and fix vulnerabilities (appropriate to your organization’s 
size and risk tolerance), prioritize based on risk to focus efforts where they matter most, 
and strive to reduce the time from vulnerability discovery to remediation. Embrace 
automation and integration where possible to streamline workflows but also foster a 
culture of shared responsibility between security and IT operations. And remember, 
metrics matter, use reporting to demonstrate progress and justify investments, keeping 
everyone from engineers to the board informed about where you stand. 

Ultimately, a strong vulnerability management program will likely go unnoticed by the 
public, and that’s a good thing. It means breaches didn’t happen; headlines were avoided. 
It’s the unsung hero of cybersecurity efforts, preventing incidents that outsiders will never 
hear about. By addressing the challenges outlined in this paper and implementing best 
practices, organizations can turn vulnerability management from a sore point into a 
success story, one patch at a time. As the threat landscape evolves with AI-driven exploits 
and faster attack cycles, those who adapt their vulnerability management to be faster and 
smarter will have a much better chance of staying ahead of adversaries. The old proverb “a 
stitch in time saves nine” rings very true here: patch in time, save your organization from the 
next nine headlines. The information and analysis provided here aim to equip security 



leaders with knowledge and evidence to make that case convincingly and drive meaningful 
action in their enterprises. 

 

 

 

 

 


